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SCA UK Ramp Up 2 ANCE

Agenda

Provide an overview of:

 Ramp Up objectives and scope

* Revised SCA implementation roadmap
« Ramp Up targets

e Summary

Note:

« The Ramp Up plan has been adjusted to reflect the new SCA enforcement date of 14" March 2022
« The issuer led Ramp Up will commence as originally intended on 15t June 2021 to avoid a cliff edge implementation
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UK SCA Ramp Up Approach H',(\]ANCE

Why a Ramp Up is needed ahead of the enforcement date

* Avoid cliff-edge implementation — gradual enablement of SCA flows to mitigate the risks and impacts to customers as a result of an industry wide enablement

+ Call to action — enables messaging for:
» Customers: to update their authentication contact details and/or allow adjustment to new authenticators
» eMerchants: ensure SCA readiness and enable end to end live proving in a gradual and control manner to minimise any customer impact

Accountability eMerchant SCA readiness —Drive eMerchant Drive Merchants readiness
Areas where issuers need to maintain accountability SCA readiness: Random SCA compliance checks of
include but are not limited to: - 3DS transactions sent directly to authorisations

— Correct authorisation flagging e.g. MIT, out
of scope and other applicable exemptions
- Usage of exemptions: continue applying own or able — Be able to process transactions after a
to handle acquirer exemptions (e.g. applying TRA to soft-decline
transactions sent directly to authorisations hitting the
LV cumulative or without flags)

— Transactions directly to authorisations
will be increasingly checked by Issuers.
Non-compliant transactions will risk soft
declines

- Fraud: Risk decisioning strategies do not change

- Contact centre: source call centres according to
services standards




Classification: Limited

} Enabling all SCA journeys

Outlining all SCA transaction flows in scope of the Ramp Up
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Authentication (3DS)

Authorisation

Issuer exemptions

SCA
exemptions

SCA step ups

Acquirer exemption: TRA
Above issuer TRA

eMerchant request

Total Low Value exemption
(up to £85)

Correct
flagging

In scope with no exemptions

Soft declines

(and issuer unable to authenticate)

. o eMerchant / :
: . Issuer action

TRA thresholds: <£85, <£220, <£440
Others: trusted beneficiaries,
delegated authority

TRA (triggered by acquirers —
3DS2.2): <£85, <£220, <£440

Triggered by issuers

Triggered by eMerchants/acquirers
and recognised by issuers (e.g. first
MIT, soft decline, etc)

Via 3DS

TRA Applied

TRA accepted or declined

Low

Transaction stepped up

Medium

All journeys are triggered by
eMerchants/acquirers and recognised
by issuers

TRA threshold based on acquirer
fraud ratios

LVT exemption up to £25

Triggered by issuers

Authorisation with
correct flag

Transaction to be
decisioned

None

Issuers will need to soft-decline or
decline the transaction

Authorisation
with incorrect/no
flag

Soft declined (request to
send via 3DS)

OR Declined (new
transaction to be sent via
3DS or correct flag applied)
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UK Industry SCA Implementation Plan I:JI,(\IANCE
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Enforcement
Date
14 March 2022

2nd Factor for OTP Delivery Building profiles (if applicable)
Full Ramp Up - 100%

transactions to
be SCA
complaint

Activities

Some flows - .
Readiness: continues

Issuer Activities

Guidance &
Communications
* PSPs operating

BAU Testing eMerchants, Gateways, Acquirer testing
* * at their TRA
From 1 June transactions will be randomly checked if

| they are SCA Compliant and soft-declined if not
SCA Ramp Up

Authentication: 3DS activated (to include usage of Authentication (3DS) Authorisation

exemptions if applicable)

(SCA compliance checks , SCA soft declines and SCA step ups start)

Exemptions Exemptions and correct flagging (MIT ongoing and other out of scope)

Transaction Risk Analysis (TRA). Other exemptions could include Trusted Beneficiary and Transaction Risk Analysis (TRA). Other exemptions include Secure Corporate Payment
Authori;ation: Correct flagging and usage of Secure Corporate Payment and Low Value Payment, MIT ongoing and other out of scope
exemptions

SCA step ups SCA soft declines

All transactions within the scope of SCA (not using an exemption). This includes Transactions in the SCA scope sent directly to authorisation with no exemptions flag. It

A i tela et SRS G e T S D) Merchants Initiated Transactions (MIT) set up includes LV soft decline when the cumulative LV limit has been reached
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Authentication Flows

UK Issuer Led SCA Ramp Up Plan
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UK SCA Ramp Up Approach: Authentication IL:JIKNANCE

Start preparing for

issuer TRA i.e. T .
Flexibility: Issuers to prepare gradually their customers for

Issuer TRA

Issuer TRA up to

o el Z“fr':;eciissuer TRA £85, £220 or £440 Low their target TRA
S P The extended
= enforcement) .
g Ramp Up period
< Issuers to start will focus on
w . recognising . :
é Acgu"ir -II-:A acquirer TRA Acquirer TRA up to Low Switched on by issuers since February 2021 managing the ”S-k
;‘ 7e§D$2 i acquirers: using £85, £220 or £440 v y of transactions via
only . . .
AR B el authorisations due
SCA guidelines th t tial f
e potential 10or
Step up ( OTP or declined
other 2FA) o q i
SR [ R | ococione Aea
TRA threshold abqve TR_A oz per Linked to Issuer TRA threshold resuit no targets
their defined have been set up
approach) for 3DS
Step up all - .. ..
B NV R transactions as per authentication
eMerchant 100% Low Switched on by issuers since February 2021
request request i.e. MIT

first flag
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Authorisations Flows

UK SCA Ramp Up Plan
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UK SCA Ramp Up Approach: Authorisation H',(\,ANCE

Issuer led SCA Ramp Up thresholds — setting up the minimum standard to manage the risk

. 2
To recognise all

: flagged 1. Acquirer TRA . _ .
With Correct transactions: 2. Upto £25 Low Switched on by issuers since February
Flagging 1. Acquirer TRA ’ P 2021
2LV 3. 100%
3.MIT ongoing . .
Focus will be on the impact
of soft declines to minimise
Gradual introduction of customer detriment
CLV — For example:
Soft Dgclines : :ﬂala:ZdBlil\ll_V £85 (or by 5 . Flexibility: Issuers to introduce.
Cumulative Low ) . Medium gradually the controls for cumulative
* Convertinto TRA transactions) low val
Value (CLV) owvalue

Soft Declines? Monthly percentage
target aim to identify
Non-Flagged and reject non-
In scope with no compliant transactions. 100%
exemption (and issuer Methods at Issuers’
unable to discretion (i.e. by value,
authenticate) fraud rules, frequency,
by BIN or other logic)

'Risk of Transactions Being Declined 2 Transactions with no flags might be soft-declined when SCA compliance checks are introduced from 1st June



Classification: Limited

UK
FINANCE

Summary

A controlled Ramp Up to minimise customer impact

10
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Key Take Away — Merchants & Gateways HKNANCE

Take Action Now

« Transactions via 3DS will gradually start being step up; AND
» Transactions directly to authorisations will be increasingly checked by Issuers. Non-compliant
transactions will risk soft declines.

Merchants Checklist Speak to your gateway: Speak to your Acquirer:

SCA Ramp

Up starts:

1. Switch on 3D Secure; 1. How to switch on 3D Secure; || 1. Exemption options;

2. Maximise exemptions where possible; 2. Check MIT/ MOTO flagging; 2. Errors KPIs (if applicable);

3. Correctly flag MIT/ MOTO. Check your settings. Don’t 3. Enable soft decline function. || 3. MIT & Resilience framework
assume it is already correct; T&Cs.

4. Enable soft decline function;
5. Contact centre support: are your agents equipped to

answer customer questions?

Further delay in actions will result in:

- Transactions at risk of decline from 1 June * Increased influx to contact centres
« Customers frustration from unable to complete their transactions ¢ Potential loss of sales




