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Forecasting the future of fraud
Our fraud prevention experts are studying recent trends to understand what
cyberattacks may look like down the line—and help businesses prepare now.
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Fraud is snowballing

BEC is the main driver of fraud

The total payment value of business email compromise
(BEC) attacks is growing aggressively this year, up more
than 100% in 2021 compared with the same period of 2020,
according to Commercial Banking estimates.

Fraudsters continue to attempt BEC attacks—deceptive
emails aimed at tricking victims into redirecting invoice
payments to accounts that criminals control. The average
amount stolen in a BEC attempt is up by 129% year over
year, according to Commercial Banking estimates, meaning
when businesses do fall victim, they are losing more money.

Ransomware also poses a serious threat. Commercial
Banking clients reported more than four times as many
ransomware attacks in the first half of 2021 compared with
the first half of 2020.

“Fraud is pervasive, and it’s
only going to keep growing.
Bad actors are finding and
exploiting weaknesses in
companies’ payment control
environment, and every
successful fraud improves the
criminals’ incentives for newer,
bigger attacks.”

TH E FO REC AST

Fraudsters, emboldened by the high value of a successful
fraud scheme, will continue to escalate their attempts.
With the disturbing rise of the ransomware-as-a-service
business model, criminals can buy ransomware tools on
the dark web as easily as your business leases software
from legitimate developers. That means it’s no longer
necessary for criminals to have a sophisticated skill set to
launch ransomware attacks. They don’t need every attack
to succeed to make off with a fortune—instead, they’ll prey
on as many targets as possible, as often as possible.

JPMorgan Chase Commercial Banking

Eric Huber, Fraud Strategy Manager,
Commercial Banking
THE FO R EC A ST

John Geronimo, Executive Director and Fraud
Strategy Director, Commercial Banking
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“By making sure you dial out to
verify details using the trusted
contact information you have
on file, you’re less likely to
be manipulated by a call
placed to you by a fraudster.
Answering the phone isn’t a
proper callback.”

Criminals will get more sophisticated in their efforts to
avoid detection when attempting BEC—sometimes by
compromising more than an email address. They’ve
already started to utilize deepfake technology to
impersonate executives’ voices on phone calls and even
their likenesses over video to add an air of legitimacy to
their attacks. As deepfakes become more lifelike, phone
calls, video chats and other forms of communication
will be more vulnerable to abuse.
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Nobody is immune

You’ve got resources to fight back

Businesses in every region of the country and across every
industry have reported attacks. Cybercriminals don’t care
about your physical address. If you’ve got an IP address,
you’re a target.

The fight against fraud is constantly evolving. As financial
institutions and clients—as well as law enforcement—
improve controls and counter-fraud measures, criminals
will adapt and escalate in new ways. But the fundamentals
of cybersecurity remain the same: Study the threats, follow
your controls and ensure your entire team is vigilant. The
majority of money lost to BEC schemes by Commercial
Banking clients in the first half of 2021 were flagged as
irregular by bank control and released by clients.

“Fraud is not a region-specific
issue. Cybercriminals follow
people, money and vulnerable
technology—not geography.”
John Geronimo, Executive Director and Fraud
Strategy Director, Commercial Banking
TH E FO R EC AST

We expect industry groups and the public sector to ramp up
efforts to coordinate their fraud and cybercrime prevention
strategies, especially ones focused on protecting critical
infrastructure and supply chains. While we don’t know
where the next hotspot will appear, we do know criminals
are constantly improving their methods to launch attacks.
To amplify their efforts, criminals use malware or internet
bots to do their dirty work. Bots roam the internet looking
for unguarded data and system vulnerabilities to launch
malicious attacks that allow an attacker to remotely take
control of computer systems.

“The common denominator
for these attacks is the
same: human nature and
an overreliance on email. In
those cases, a proper callback
could have stopped the fraud
attempts cold.”
Krysta Gnidziejko, Fraud Strategy Associate,
Commercial Banking

Key takeaway
J PMorgan Chase will continue to research and
present the latest advice on how to protect your
business. Ready to take action? Download our
BEC Guide.
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The previous article is an excerpt from
Fraud + Cybersecurity Magazine: Fall 2021.

Cybersecurity
VO LUME 11 | FA LL 2021

Fraud+ Cybersecurity
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Cyber smart is
just the start

Designing for Security
VISUAL ELEMENTS
LOGOS
TYPOGRAPHY
COLORS
GRADIENTS
TRIANGLES

LOGOS
For this campaign, we will be using the
standard dual-brand lockup and following all
of the existing guidelines for the lockup. To
find out more about usage guidelines, please
reference the Guidelines for Dual Branding.

ICONS

DOWNLOAD
FOR INTERNAL USE ONLY
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Pudae Eiciae Porro
Pudae eiciae porro delit inus alique et es quiam, venet hicipsaped

Eatiasp Eligendanda
Comnimi llecum repudi que et hilique et, conseque conet excerei

Num Earci Officiis
Ciissimolor sapic totatur sequi opturem repudit aut voluptat hili

Eatiasp Eligendanda

J.P. Morgan and Chase are marketing names for certain businesses of JPMorgan Chase & Co. and its subsidiaries worldwide (JPMC). Any example of cyber or
other fraud or loss in this material is for illustrative purposes only; any similarity toComnimi
any actual llecum
event or person
unintended
and unfounded.
This document
repudiisque
et hilique
et, conseque
conet excerei
was prepared exclusively for the benefit and internal use of the party to whom it is delivered (each, a “Recipient”). The content is not intended as, nor shall be
deemed to constitute or contain, advice on which the Recipient may rely; does not constitute in any way JPMC research, and should not be treated as such; and
is confidential and proprietary to JPMC. The content may not be copied, published, disclosed or used, in whole or in part, for any purpose other than as expressly
authorized by JPMC. This is provided for educational and informational purposes only and is not intended, nor should it be relied upon, to address every aspect
Ciissimolor sapic totatur sequi opturem repudit aut voluptat
of the subject discussed herein. The information provided is intended to help clients protect themselves from malicious cyber activity. It does not provide a
comprehensive list of all types of malicious cyber activities and it does not identify all types of cybersecurity best practices. You, your company or organization
are responsible for determining how to best protect against malicious cyber activities and for selecting the cybersecurity best practices that are most appropriate
to your needs. JPMC assumes no responsibility or liability whatsoever to any person in respect of such matters, and nothing within this document shall amend or
override the terms and conditions in the agreement(s) between JPMC and the Recipient.
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